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In thiswork | recommend a new DNPSec framework toenable confidentiality,
integrity, and authenticity(CIA) placed directly in the DNP3. Such a
frameworkreguires some modifications in the data structure ofthe DNP3 Data
Link layer. My main goal isto addressthe threats related to CIA in the DNP3 as
part of SCADA architecture, with a minimum performance impacton the
communication link; and without requiringmodification to the much more
expensive Master andSubstation devices and the applications supportingthem.
Also, and as part of thiswork, | develop aproof of concept for the DNPSec
framework byconducting simulation studies to measure theperformance impact
by adding DNPSec functionality onthe communication links and end nodes. One
otherrecommendation in my work is to enable authorizationservices by the usage
of the Role-Based AccessControl (RBAC) model to define the users?
securityroles, permissions, authorization, and role hierarchyas one measure to
access the SCADA system. Achievingthe desired level of authorization and
access controlwill involve integrating the security system withSCADA
operations and building RBAC capabilities inthe application level.
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In thiswork | recommend a new DNPSec framework toenable confidentiality, integrity, and
authenticity(CIA) placed directly in the DNP3. Such a frameworkrequires some modifications in the data
structure ofthe DNP3 Data Link layer. My main goal is to addressthe threats related to CIA in the DNP3 as
part of SCADA architecture, with a minimum performance impacton the communication link; and without
requiringmodification to the much more expensive Master andSubstation devices and the applications
supportingthem. Also, and as part of thiswork, | develop aproof of concept for the DNPSec framework
byconducting simulation studies to measure theperformance impact by adding DNPSec functionality onthe
communication links and end nodes. One otherrecommendation in my work isto enable
authorizationservices by the usage of the Role-Based AccessControl (RBAC) model to define the users?
securityroles, permissions, authorization, and role hierarchyas one measure to access the SCADA system.
Achievingthe desired level of authorization and access controlwill involve integrating the security system
withSCADA operations and building RBAC capabilities inthe application level.

Security Framework for DNP3 and SCADA: New DNPSec Framework to Enable CIA Placed Directly
inDNP3, Simulation study, and Enable AuthorizationServices by the Usage of RBAC in SCADA By
Munir Majdalawieh Bibliography

- Rank: #4700052 in Books

- Published on: 2008-08-28

- Original language: English

- Number of items: 1

- Dimensions: 8.66" h x .37" w x 5.90" |, .54 pounds
- Binding: Paperback

- 160 pages

¥ Download Security Framework for DNP3 and SCADA: New DNPSec ...pdf

B Read Online Security Framework for DNP3 and SCADA: New DNPSe ...pdf



http://mbooknom.men/go/best.php?id=383647056X
http://mbooknom.men/go/best.php?id=383647056X
http://mbooknom.men/go/best.php?id=383647056X
http://mbooknom.men/go/best.php?id=383647056X
http://mbooknom.men/go/best.php?id=383647056X
http://mbooknom.men/go/best.php?id=383647056X
http://mbooknom.men/go/best.php?id=383647056X
http://mbooknom.men/go/best.php?id=383647056X

Download and Read Free Online Security Framework for DNP3 and SCADA: New DNPSec
Framework to Enable CIA Placed Directly inDNP3, Simulation study, and Enable
AuthorizationServices by the Usage of RBAC in SCADA By Munir Majdalawieh

Editorial Review

About the Author

Munir Madalawieh earned his Ph.D. in Information Technology fromGeorge Mason university at Fairfax,
Virginia. Dr. Mgjdalawieh isan Assistant Professor in the MIS department at the AmericanUniversity of
Sharjah (AUS) in UAE. Before joining AUS, Dr.Majdalawieh worked for over 20 years for several top 500
rankingcompaniesin the USA.

Users Review
From reader reviews:
Floyd Hatfield:

This Security Framework for DNP3 and SCADA: New DNPSec Framework to Enable CIA Placed Directly
inDNP3, Simulation study, and Enable AuthorizationServices by the Usage of RBAC in SCADA arereliable
for you who want to become a successful person, why. The main reason of this Security Framework for
DNP3 and SCADA: New DNPSec Framework to Enable CIA Placed Directly inDNP3, Simulation study,
and Enable AuthorizationServices by the Usage of RBAC in SCADA can be one of the great books you must
have will be giving you more than just simple studying food but feed an individual with information that
maybe will shock your preceding knowledge. This book is definitely handy, you can bring it everywhere and
whenever your conditions both in e-book and printed kinds. Beside that this Security Framework for DNP3
and SCADA: New DNPSec Framework to Enable CIA Placed Directly inDNP3, Simulation study, and
Enable AuthorizationServices by the Usage of RBAC in SCADA forcing you to have an enormous of
experience including rich vocabulary, giving you trial of critical thinking that we understand it useful in your
day action. S0, let's have it appreciate reading.

JaneRich:

The book untitled Security Framework for DNP3 and SCADA: New DNPSec Framework to Enable CIA
Placed Directly inDNP3, Simulation study, and Enable AuthorizationServices by the Usage of RBAC in
SCADA isthe e-book that recommended to you to read. Y ou can see the quality of the publication content
that will be shown to an individual. The language that article author use to explained their ideas are easily to
understand. The author was did alot of analysis when write the book, so the information that they share to
you personally is absolutely accurate. Y ou also could get the e-book of Security Framework for DNP3 and
SCADA: New DNPSec Framework to Enable CIA Placed Directly inDNP3, Simulation study, and Enable
AuthorizationServices by the Usage of RBAC in SCADA from the publisher to make you much more enjoy
freetime.

Sarah McClain:

Playing with family inside a park, coming to see the ocean world or hanging out with buddiesis thing that



usually you might have done when you have spare time, then why you don't try point that really opposite
from that. One particular activity that make you not experiencing tired but still relaxing, trilling like on roller
coaster you have been ride on and with addition of knowledge. Even you love Security Framework for DNP3
and SCADA: New DNPSec Framework to Enable CIA Placed Directly inDNP3, Simulation study, and
Enable AuthorizationServices by the Usage of RBAC in SCADA, it is possible to enjoy both. It is excellent
combination right, you still would like to missit? What kind of hang-out type isit? Oh come on its mind
hangout fellas. What? Still don't buy it, oh come on itsidentified as reading friends.

Michael Major:

Don't be worry for anyone who is afraid that this book can filled the space in your house, you could have it
in e-book technique, more simple and reachable. This Security Framework for DNP3 and SCADA: New
DNPSec Framework to Enable CIA Placed Directly inDNP3, Simulation study, and Enable
AuthorizationServices by the Usage of RBAC in SCADA can give you alot of good friends because by you
checking out this one book you have issue that they don't and make you more like an interesting person. This
kind of book can be one of one step for you to get success. This book offer you information that maybe your
friend doesn't realize, by knowing more than additional make you to be great people. So , why hesitate? We
need to have Security Framework for DNP3 and SCADA: New DNPSec Framework to Enable CIA Placed
Directly inDNP3, Simulation study, and Enable AuthorizationServices by the Usage of RBAC in SCADA.
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